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Due to the nature of wireless communication, the reception or transmission of data can never be
guaranteed. Data may be delayed, corrupted, or never received. Data transfer problems are rare with well-
constructed and configured wireless networks used in conjunction with devices such as the CTM-400N
wireless gateway. Cypress Solutions Inc. accepts no responsibility for damages of any kind including, but
not limited to personal injury, death, or loss of property due to the delay or loss of data resulting from the

use of the CTM-400N wireless gateway.

1.1 Operation in hozardous/restricted environments

Wireless transmitters can cause interference with some critical operation equipment. For this reason, it is
required that the RF portion of the CTM-400N wireless gateway be turned off when in the vicinity of
blasting operations, medical equipment, life support equipment, or any other equipment that is susceptible
to radio interference. The CTM-400 wireless gateway must be turned off when on-board or in the vicinity of

any aircraft. The FAA prohibits the use of wireless transmitter equipment at any time during aircraft flight.

1.2 Regulatory restrictions

CAUTION: Any modifications to the CTM-400N wireless gateway not expressly authorized by Cypress
Solutions Inc. may cause its regulatory approval status to become invalidated, thereby voiding your

authority to use the product.

The CTM-400N wireless gateway contains a wireless module approved under FCC CFR 47 part 2.1091 and
Industry Canada RSS-102 rules for operation as a mobile or fixed device with its specified antenna of gain
<6dBi and from which a separation distance of at least 20 cm (8") must be maintained from all persons at all
times and during all modes of operation. Internal antennas are not available, when external antennas are
used, the antennas used must not be co-located or operated in conjunction with any other antenna or
transmitter. These rules are in place to prevent any possible hazard due to personal exposure to

electromagnetic radiation.

CTM-400N devices are designed to operate with the approved wireless module installed. The module has its

own FCC and Industry Canada approval ID number.
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13 Electromagnetic Interference (EMI) - United States FCC Information

This equipment has been tested and found to comply with limits for a class B digital device, pursuant to part
15 of the FCC rules. These limits are designed to provide reasonable protection against harmful interference
in a commercial installation. This equipment generates, uses, and can radiate radio frequency energy, and if
not installed and used in accordance with the instructions, may cause harmful interference to radio
communication. However, there is no guarantee that harmful interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the interference
by one or more of the following measures:

e Reorient or relocate the receiving/transmitting antenna(s)

e Increase the separation between the equipment and receiver

e Connect the equipment into an outlet on a circuit different from that to which the receiver is

connected

e Consult the dealer or an experienced radio/TV technician for help

14 Electromagnetic Interference (EMI) - Canada Information

This digital apparatus does not exceed the class B limits for radio noise emissions from digital apparatus as
set out in the interference causing equipment standard entitles “Digital Apparatus”, ICES-003 of the

Department of Communications.

Cet appareil numérique respecte les limites de bruits radioélectriques applicables aux appareils numériques
de Classe B prescrites dans la norme sur le matériel brouilleur: "Appareils Numériques”, NMB-003 édictée
par le Ministre des Communications.

1.5 Trademarks

All brand or product names, trademarks, logos, etc. used in this manual are owned by their respective

companies.
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Product Overview

2. Product Overview

The CTM-400N is the next generation wireless gateway that is built with an advanced processor to process
data at the highest speed. With the option of LTE CAT 6 for fixed site or mobile applications, the CTM-400N
can integrate into any environment. The CTM-400N wireless gateway is suited for industrial or commercial
applications where additional protective features like water resistance or tamper resistance are not as
critical, but durability is essential.
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Physical Interfaces _

Physical Interfaces

Ethernet Port
o Single port 10/100/1000 BaseT (bridged/non-bridged)
o RJ45 connector
USB Port
o USB-C(USB2.0)
o USB-C downstream facing port (DFP)
I/0 and Serial Port
o 4 analog inputs
o 4 open-drain outputs
o 2xRS-232
o iButton (single wire interface)
o 2x9 Molex™ Micro-Fit locking connector
Antenna Ports
o Cellular: 2x SMA
o Wi-Fi: 1x RP-SMA
Power input
o 2x2 Molex™ Micro-Fit locking connector
o Ignition detection
Reset button
o Power up on battery if installed

o Factory reset (press and hold 10-15 secs)
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3.1

LED Light Indicators

Physical Interfaces

There are five LED indicators on the CTM-400N wireless gateway, located at the front face of the device.

Description

Colour

Blinking

Power | Power status Full operating | Standby Device has no power
I mode running
; on DC input
SIM SIM status Nano SIM Nano SIM not N/A
E detected detected
Embedded N/A
E SIM detected
Cellular | Wireless data Connected - Connected - poor Cellular disabled
connection good signal signal
status
Not Not connected - poor | Cellular disabled
connected - signal
good signal
Wi-Fi Access Point AP enabled - | AP enabled - no AP disabled
(AP) status connected connected device
device
Client (station) Station Station enabled - no | Wi-Fi disabled
Mode enabled - connection
connected
Battery | Internal Battery fully Battery charging No battery present

rechargeable

battery status

charged

Battery
discharging

Battery fault

No battery present

© 2022 Cypress Solutions
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SIM Card Installation _

4. SIM Card Installation

The CTM-400N supports SIM functionality to enable automatic failover and connectivity resilience.
SIM Types:

¢ 1x 4FF (Nano SIM) removable slot - accessible from the device exterior for field replaceability.

¢ 1x MFF2 embedded SIM - embedded SIM not user-replaceable.

NOTE: It is advisable to use single-piece SIM cards whenever possible. Many SIM cards today are "tri-cut” to
support various SIM card proportions. However, caution must be exercised when using tri-cut SIM cards as
the cutaway parts can become dislodged, potentially affecting electrical connectivity between the SIM card

and SIM holder. Mini SIM

Micro SIM

Nano SIM
eSIM
MFF2 4FF 3FF 2FF

4.1 SIM card insertion and removal

e Power off the device.

e Locate the SIM slot panel.

e Insert the SIM with gold contacts facing down (chamfered corner to the front
left)

e [Ifinstalled properly, a ‘click’ will be heard.
o Reattach cover and power on the unit.

e Log into the Ul to configure SIM profiles (APN, authentication)
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ctM-400N Installation |GG

5. CTM-400N Installation

Select an installation location that will provide optimal cable routing for external connections for power and
antennas and other accessory equipment. Ensure the location of the CTM-400N is free from dust or

moisture and cabling is protected from accidental disconnect or damage.

51  Physical Mounting

The CTM-400N comes with an optional, flexible mounting bracket featuring four 5mm mounting holes

suitable for #10 screws.

NOTE: Exercise caution to avoid over-tightening these screws, as it may damage the bracket.

9.2 Connect External Antennas

The CTM-400N requires external antennas for Cellular and Wi-Fi (there’s an optional embedded antenna for
Wi-Fi). Antennas should be selected based on the application and operating environment. Cellular is SMA

bulkhead connectors. Wi-Fi antenna ports are reverse polarity RP-SMA.

Antennas should be mounted in such a position as to maintain a separation distance from any person of at
least 20cm (8").

The cellular connection supports MiMo for 4G LTE Category 6. To optimize performance, it is recommended

to connect both the primary and secondary cellular antennas to an antenna system that supports diversity,
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or alternatively, to two separate antennas. Local Wireless via Wi-Fi (802.11abgn/ac) and Bluetooth (v5.1,

BLE) requires an external Wi-Fi antenna connected via a reverse polarity SMA connector.
NOTE: if an internal Wi-Fi antenna is used, no external antenna is needed.
Please contact Cypress Solutions for assistance in selecting the appropriate antennas.

6. Power

Please connect the CTM-400N to a suitable power supply. There are two options for powering the
CTM-400N:
e External DC power supply

e Optional Internal rechargable battery

6.1  DCPower Supply

Power can be supplied to the CTM-400N using a DC wall adaptor to provide power to the device

continuously. A DC power cable can also be connected to a DC power source between 7-32 VDC.
Connect a suitable power source to the 4-pin locking connector labelled with the power icon on the device.

DC Power Cable Part Numbers:

Length Part Number
3m (10ft) 6954.2063
4m (13 ft) 6954.2000
4.5m (15 ft) 6954.2031

AC Wall Adaptor part Number:

Description Part Number ‘
CTM-400 AC wall adaptor 11220.2010
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Configuration

7. Configuration

The CTM-400N can be configured via Ethernet or Wi-Fi (if enabled). Depending on the shipped
configuration, this step may be optional. All configurations can also be performed remotely via Cypress IOT

device management platform.

1.1 Access via Ethernet

Plug one end of a standard Ethernet patch cable into the CTM-400N’s Ethernet port, and the other end into
the LAN device, PC or Ethernet peripheral. The Ethernet port is compatible with 10/100/1000Base-T
connection types. The Ethernet port support auto MDI/MDIX. This means no Ethernet crossover cable will be

needed whether the CTM-400N is connected to a router or to a computer.

Ethernet Port Default IP Default Secondary Username Password

(https) IP
ETHO 192.168.1.1 169.254.0.1 admin See label

You will be required to change your password during the first login attempt. The default password will be
printed on the label attached to the CTM-400N.
Note:

e Password must contain a combination of letters, numbers, or special characters. No dictionary
words are permitted.
o Ethernet access can be disabled but before disabling ethernet access make sure you have

confirmed alternate access via other mechanisms, for example, Cypress IOT.

7.2 Access via Wi-Fi

Refer to the table below for access via username/password.

Interface Technology Default IP Default SSID
(http)
Radio O 2.4 GHz 192.168.3.1 CypressCTM CypressAccess

Radio 1 5/6 GHz 192.168.4.1 CypressCTM-5G CypressAccess

Wi-Fi access can be disabled in the modem configuration if required.
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Configuration

After connecting to the modem Wi-Fi network, you will be prompted to change your password if you

attempt to access the modem via 192.168.3.1 or 192.168.4.1.

Signin
https://

Username | admin|

Password

You will see this screen after a successful login:

General

CTM device model:
CTM FW version:
System UTC time and uptime:

IMEL:

1ccip:

Ethernetd MAC Address: e

Ethernet! MAC Address: -

Connectivity

Cell Status:

Cell IPva:

Ethernet0 Mode:
Ethernet1 Mode:
IPSec Status:

Router State:

') Vi-Fi WLANO Status:
Wi-Fi WLAN1 Status:
GPS Status:

Current Power Source: DC
Battery Backup Availability: Available
Battery Status: Charged
PoE Availability: Available
DC Input Voltage: 11.704000

System temperature (C): 51

The left-most column contains expandable tree items for configuration.
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Configuration

ﬁ Dashboards

° status

o Cell status

o Network status

@ Firewall status

@ VPN status
taller

& System Database

.f. Device Management

o Install Firmware
@ Job History

© Failsafe Config

@ Change Password
@ Reboot Device

£¥ Configuration
B apps
B gpio
B gps
£¥ Hardware Configuration
W ot
B network
¥ Dynamic DNS
£} DNS
B firewall
B monitoring
£} Static routes
B tunnels
B wired
£} eth0 interface

Clicking the Edit button enables changes to the configuration to be made:

cypress CTM Wireless Gateway

sowutions

@ Dashboard
o System status

Cell status Cellular Configuration
o Network status

Cancel, restore to default, or save any changes made to a page.

cypress CTM Wireless Gateway

sowutions

&9 Dashboard

System status
o Cell status
Network status
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Configuration

Make sure to save changes to a page/tab before leaving and moving to another page/tab. After saving

changes, you will see:

Changes Saved!

« Click ‘Apply’ to apply all changes

There is the possibility of an error pop-up when there is an issue with the configurations.

After clicking OK on the pop-up, the errors will display on the right in coloured boxes. Fix the validation

errors first, then try saving again.
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Configuration

che:ﬁfg CTM Wireless Gateway

eth1 interface

Validation errors

Enable ethernet1 interface (1) Validation Error in path:
. network |
Network Settings Validation Ermor msg:
network wired.ethemet1.ne :
9 ) configured for Passthrough mode,
Made of operation © Protocol R il ~i has IP
Pass-Through mode automatic IP addresses W Use Static IP address v NAT enabled
IP Address Metmask Network Zone
192.168.100.118 255.255.255.0 (24) v LAN v
Gateway IP Address © Gateway Route Metric © [ Set as default route @

1024
E DHCP Server
E Advanced Network Settings

In the upper left of the browser. After saving, changes must be applied to take effect.

cypress CTM Wireless Gateway

soLutions

&R Dashboard

Cellular Configuration
System status

Confirm the changes:

Confirm Apply Changes?

All configuration changes will be applied

Cancel

After pressing the OK button, the following notice will appear in the upper right portion of the browser.

x

Applying Changes!

@ Config changes are being applied.
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Power Management

7.3 Remote Management via Cypress 10T

To access Cypress 10T, log in at https://iot.cypress.bc.ca/login.
If you don't have Cypress IOT login credentials, please contact Cypress Solutions at support@cypress.bc.ca.
Upon contacting Cypress Solutions, you will receive a Cypress I0T activation email to validate your email

address.

8 cypress

souwutions

Remember me

8. Power Management

8.1 Power Management Options

The CTM-400N wireless gateway has three power modes:

Current Description Mode change event
@ 12V
Standby 2 mA Device isin low power The device may spend most of its time in this mode,
mode with wakeup. various configurable triggers will bring the device out of

this mode into Operating Mode.

Operating 300mA  Device fully The device will go back into standby mode when the
operational. ignition/standby signal is deactivated or upon expiry of

the power ON timer if configured.

Off 10uA Device is in minimal The device draws power from internal battery with wake
power. only when external DC is restored.
© 2022 Cypress Solutions  Manual: CTM-400N (Revision 1.0) :3 :: cypress
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General Troubleshooting Operation

Power management is controlled either by ignition line. The default configuration of the CTM-400N is to

stay powered on continuously when connected to external power.

NOTE: The CTM-400N has an internal rechargeable battery for short-term power use in the case power is

lost from the connection (up to 5 hours of battery life).

9. General Troubleshooting Operation

All LEDs remain off when the

device is connected to power

e Check external power and confirm DC input is within 6-
36V range.
e Check polarity of power supply.

PWR LED flashing

e Thedeviceisin standby mode

e Ensure the standby signal is connected to a supply greater
than 6 VDC.

e Ensure the supply voltage is greater than 6 VDC.

¢ Device configuration has put the device into standby

mode based on low ignition state detected by device

PWR LED ON all other LED OFF

e Device is powering on

SIM LED flashing

e SIM card is not detected, check that SIM(s) is inserted
properly

Connection/Cellular LED OFF

e Device configuration has disabled cellular connectivity or

configuration is incorrect.

Connection/Cellular LED

(flashing RED)

e RF signal may not be available; Device is in an area of no
cellular signal.

e Cellular device is not registered on the network; make sure
radio module/device/SIM has been activated on the
network.

e Verify cellular antennas are physically connected to the
CTM-400N

e CTM-400N is registered on the network and is in an area of

LTE coverage, but device has not obtained an IP address

No internet access after
connecting to CTM-400N

e Verify packet forwarding is enabled in the configuration of

the modem

Resettinga CTM-400N

See the following page for factory reset process.
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9.1 Factory Reset

Reset Button

Button Press Duration (secs) Behaviour once button is

released

LED indicator when timer

reached

0-5 seconds

No reset

All LEDs turn off at Os

LEDs return to normal operation

5-10 seconds

Device reboots

All LEDs flash; All LEDs turn off at
Os. Cell LED turns on at 5s

10-15 seconds

Triggers factory reset

All LEDs flash; All LEDs turn off at
Os; Cell LED turns on at 5s; all
LEDs turn on at 10s

>15 seconds

Ignored until released

All LEDs return to normal

operation

© 2022 Cypress Solutions
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Appendix 1: Power

Appendix 1: Power

Molex Micro-Fit 3.0™ connector #:

Part Number Description
43025-0400 " Receptacle housing
43030 Crimp Terminals 20-24 AWG

The CTM-400N can be connected with a DC power cable for direct connection to a DC power supply or with

an optional AC Wall Plug adaptor that allows quick and easy connection to standard 120V AC Power.

1. Common Ground (GND)
2. Ignition (IGN)

3. Not Connected

4. DC Power (PWR)

+6V to +36V DC
OV return (GND)

Standby / Ignition (+V for operation, off for standby)

A 5 Amp “slow-blow” fuse is recommended in the +V supply line.

5 A FUSE

|
| |

S —— A
-

WHITE

WV v
BATTERY

OPERATE/STANDBY
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Appendix 2: GPIO/RS232/1-Wire Data Cable Connection

Appendix 2: GP10/RS232/1-Wire Data Cable Connection

An 18-position terminal is used for GPI0 and Serial connections.

GPIO Block Pin Signal Name

1 INPUT1 Single Ended Input 1

2 INPUT2 Single Ended Input 2

3 INPUT3 Single Ended Input 3

4 INPUT4 Single Ended Input 4

5 VCC Power (Power supply output - fused)
6 1-Wire Signal 1-Wire Signal

7 1-Wire LED - Negative indicator for 1-Wire
8 RS232 Serial RxD (Receive)

9 RS232 (2) 2" Serial RxD (Receive)

10 DOUT1 Output 1

" DOUT2 Output 2

12 DOUT3 Output 3

13 DOUT4 Output 4

14 GND Common Ground for Power
15 GND Common Ground for Power
16 1-Wire LED + Positive indicator for 1-Wire
17 RS232 Serial TxD (Transmit)

18 RS232(2) 2" Serial TxD (Transmit)

General Purpose 1/0 (GPIO)
The GPIO connector is Micro-Fit 3.0™ 2 x 8 position 3.0 mm pitch connector manufactured by Molex.

Digital inputs have pull-down resistors. All general purpose 1/0 (GPIO) pins (i.e., all input and outputs) have

transient protection.
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Appendix 2: GPIO/RS232/1-Wire Data Cable Connection

The 1/0 port provides for the control of 4 external devices and for monitoring 4 external inputs.

Appendix 3: GPI0O Output Connection

The 4 outputs are configured as “open drain” which means that they can be directly connected to energize

external relays, lamps, or other DC devices.
Maximum supply voltage is 36 volts, with a maximum load current of 500mA.

Recommended wire gauge for use with the connector is 20-24 AWG. Note that the OUT GND connection is

connected to the CTM-400N's supply ground.

11213

10 | 11 | 12

Switched Load

Power (Common Ground)

Digital Input

GPIO Input Connection

The 4 inputs may be configured in the CTM-400N for monitoring a digital DC voltage state or an analog DC

voltage. All inputs are single ended.
For digital state monitoring the input voltage is 0-36 volts.

The threshold detection voltage is 2.5 volts with 1 volt of hysteresis. Note that the IN GND connection is
referenced to the CTM-400N's supply ground.

Analog input values will be sampled and can be reported at a maximum frequency of 10Hz.
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Example of Digital Input wiring:

Appendix 2: GPIO/RS232/1-Wire Data Cable Connection

Sensor Switch

36 VDC Max.

10

Power (Common Ground])

Digital Input

For analog voltage monitoring the measurement range is 0 to +5 volts with 5mV resolution. The input can

withstand up to 36 volts. Note that the IN GND connection is referenced to the CTM-400N's supply ground.

Example of single ended analog input wiring:

10 VvDC

L (36 VDC Max)

10

"

12

0-10vDC

Appendix 4: USB-C Port

Power (Common Ground)

Analog Input Analog Sensor

The USB-C port is available only on the CTM-400N model. It is typically used to connect to the CPE

(Customer Premise Equipment) debug console and requires a standard USB-C cable compatible with the

CPE’s USB connector.

Technical Support

Support Contact
1.844.462.9773 or 778.372.4603
9:00am to 5:00pm PST

support@cypress.bc.ca

www.cypress.bc.ca
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